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Cmoco6 1
C nomowbro npozpammst «Kpunmollpo CSP»

1. 3atigure B Ilyck - ITaneas ynpasienus - Kpunrollpo CSP.

, Kpunrolipo CSP )
iz Kpunrolpo

| AnropuTiel l BesonacHocTb I Winlogon I HacTpoiiky TLS
Ofuve | OBopynosamue | Cepsuc | fononHuTensHo
“& Kpuntolpo CSP Bepaous sapa CK3M: 3.6,5363 KC1

Bepous npoaykra: 3.6.7279
Copyright {C) KPUMTTO-PO. 2000-2012

'f."" 3anyCTuTh C NpaBaMi 3AMUMHUCTDATO)

NnueHsua

CepuitHbIi HoMED:

Bnapenew:

OpraHusaus:

INnueHsua CSP: 11.10.2015

NMueHsus TLS: - r m— = ]

Mepsas ycraHoska: 19.05.2014

Asbik

BoibepuTe s3bIK ANA 0TOBPaKEHUA OKOH [<Vnonqaﬂue A ,]
CSP BaLel y4eTHOI 3anmcn:

BoibepuTe asbik Ana oToBpaXeHnA OKOH Pyccrmit
CSP nonb30BaTEeNeit, He 33AaBLWKMX A3bIK
(ymonyanme cucTembl):

[ oK ] [ OTMeHa ] ‘;ﬁp:aegnmo ‘

EnuHbin nopTran .
N 3NEeKTPOHHOU MOANUCU 1ecp.ru
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2. B oTkpbIBIIEMCS OKHe IlepeiuTe Ha BKIaAKy CepBHUC U HAKMUTE Ha KHOIIKY
ITocmoTpeTs cepTU(PUKAT B KOHTEHHEPE.

|42 Kpuntoflpo CSP (S|
ANropuTMbi l BesonacHocTb l Winlogon I HacTpoitku TLS
Obuwwe | ObopyaosaHme | Cepsuc [ [ ononHUTENbHO
[

KOHTEMHED 38KPbITOr0 KNo4a

3TH MaCTepa NO3BONAOT NPOTECTUPOBAaTL, CKOMMPOBATL MK
yaanuTb Kon'reﬁnep 3aKpbITOr0 KNtO4a C HooMTEns,

[nporecmposa*rb...J [ CkonupoBaThb... ] [ YaanuTb... ]

CepTMdMKaTLI B KOHTEMHEPE 38KPLITOr KNo4a

3TOT MacTEp NO3B0NAET NPOCMOTPETL CEPTUDMKAETD!, HAX0ARWMECS
B KOHTEWHEDPE 3aKPbITOr0 KKIYa, U YCTEHOBUTL MX B XPaHUAMULE
cepTUdMKETOB

[ MpocMoTpeT cepTUDMKETEI B KOHTEMHEDE, . ]

N4HBI cepTUdMKaT

3TOT MaCTEP NO3BONAET CBA3ETb CEPTUOMKAET 13 haitna
KOHTEINHEPOM 38KPBITOr0 KAKYa, YCTEHOBUB 3TOT CepTUDUKAT B
XPaHUMLLE,

[ YCTaHOBMTD NM4HDBIN CEPTUNKAT .« ]

Maponu 3aKpbITLIX KIKouei

3T MacTepa No3BoNR0T M3MeHEHWTb Napomu (MMH-Koab!) 3aKpbIThIX
K04 MM YAANUTD 3aNOMHEHHbIE PaHEee Naponi.

[ WsMeHnTs napone. .. ] [ynanMTb 3aNoMHEHHbIE Maponi... ]

[ OK ][ OTMeHa ] VlDi‘.r-!EHHTt.

3. B okue KoHTeitHep 3akpbITOro Kiaoua HaxxMuTe O030p U BbIOepUTE KOHTEHHED
11 mpocMortpa. [Tocse BpIOOpa KOHTeHepa, KHOMKa /lajiee ctaHeT akTuBHOU. Haxkmure ee.

lil. CepTndwuxatel B KOHTEIiHEpE 3aKPLITOrO KAKOYE oS
KOHTeiiHep 3aKpbITOro Katoua
BseauTe unn yKaXuTe KOHTEHEP 3aKpLITOro KtoYa ANA NpocMoTpa g
CEPTUDUKATOB B 3TOM KOHTEHHEpPE

M5 KNKOYEBOro KOHTEMHEPa:

BEeaeHHOE MMA 3343ET KNKYEB0 KOHTEIMHED:
@) NonbsosaTens

KomnbtoTepa
BeibepuTte CSP ana NoMcka KMoYeBbIX KOHTEHEPOB: ¢
Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider v]

EAQuHbIA nopTan

D 9N1eKTPOHHOM MOAMUCH 1ecp.ru



Hnempyxyus. dxenopm aiina cepmugduxama ¢ pacwiuperuem .cer

4. B okue Ceprudukar a1 mpocmoTpa Boibepere CBolicTBa.

h CepTudvkaTol & KOHTEVHEPE 33KPLITOTO KAOYA
CeprudukaTt gna npocMoTpa
MpocroTpuTE U BblbepuTe CepTUdMKAT lg
Ceptudmkart: S —
CyboekT: e = WO, | =M, A= IV = WY L
MocTaBIWMK: - P S X B S e e
AeicTBUTENEH C: ) o ) LS O%aD)
[AeicTBuTENEH NO: . (% 13D
CepuitHbIi HoMep: w (E2

[ < Hasaa ]rroroaﬁ [ OtMeHa ]

5. Ilepen Bamu nossutca okHo CepTudukar. [lepeiiure Ha Bkiaaky CocraB u
winkHute KonmuposBarts B gaiii.

|j2 Ceprudpukar X

Ofiwme | COCTaB | MyTh cepTh
By yTb cep dmxa.uml
MokasaTb: [<Boe> v]
Mone SHaueHue el
BBepcma V3 !5
BCepm‘iHblﬁ HoMep |_v
DAHFODMTM noanuci MOCT P 34.11/34.10-2001
BAnropuTM X3WmposaHua no... TOCT P 34.11-94
E]Msna‘renb
-] peiicraurenen c B e 208 (%0800
Ejl.leﬁnswrenen no B wonm X014 18 v
[l rubroier DIl 513774A723RAARG _NNT77Q bt
| CeoiicTea.., [Konnpoaa‘rbsd)aﬁn... ]
Moapobhee o cocTase cepTudukaTta

EnuHbin nopTran .
3NEeKTPOHHOU MOANUCU 1ecp.ru
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6.

7.
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Otkpoerca Macrep 3kcniopra ceprudukaros. Haxxumaere /lasee.
h Macrep 3kcnopra cepTudvkaTos

Macrep akcnopra cepTudpukaTos

3TOT MACTEP NOMOTr3ET KOMMPOBaTh CEPTUOMKATEI,
CMMCKK JOBEPHMA W CNIMCKM O0T3bIBa CePTHOUKETOB U3
XPEHUMMLLE CEPTUDMKATOB Ha NOKabHbI AWUCK.

CepTUdUKET, BblAaHHBIN LEHTPOM CEPTUOUKALYM,
ABNAETCA NOATEEMKAEHNEM BALIEH NMYHOCTH U
COAEEKMT MHADOPMALLNIO, HEOBXOAMMYIO ANR 3aWMThI
ASHHbBIX MW YCTEHOBNEHNS SaLUMLLEHHBIX CETEBLIX
NOAKMOYEHM, XpaHUnnLLE cepTUDMKETOB - 3T0
0BnacTb cMCTeMbl, NPEAHAsHAYEHHER ANA XPaHEHUA
CepTUHMKATOB.

[N NpoAomKeHNs HEXXMUTE KHONKY “danee”,

< Haszan

B cnenytomem okHe BbiOepuTe MyHKT HeT, HE 9KCMOPTHPOBATH 3aKPBITHIN KJIIOY

U HaxkuMaete /laJjiee.

N

|iL Macrep 3kcnopra ceprudrkaros ﬁ

IKCNOpTUP <p o

MOXHO 3KCMOPTUPOBATE 3aKPbIThIN KItOY BMECTE C CEpTHOMKATOM.

3aKpbITHIE KOYM 3alUMLLEeHb! naponeM, YTobbl SKCNopTUPOBaTE 3aKPbITHIM KoY
BMECTE C CePTUDMKATOM, HYXHO ByAeT yKasaTb napons.
SKCMOPTMPOBATL 38KPLITHINM KNKOY BMECTE C cepTUdMKaTom?

(") Aa, 3KCNopTMPOBaTL 3aKPbIThIA KoY

vf{l} HET, HE 3KCNOPTMPOBAaThL 3aKPbITHIN KoY

MNoapobHee 0b 3KcNopTE 3aKDLITHIX KAKKYEN

EnvHbIN nopTan .
9N1eKTPOHHOM MOAMUCH 1ecp.ru
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8. B cnenytomiem okHe BoiOupaeTe HeoOxoauMbii MyHKT Paiiel X.509 (.CER) B
xkoauposBke DER u Haxkumaere /lasee.
|l Macrep akcnopra ceptudukatos (e Som|
®op 3IKC py daina

CepTudukaTsl MOryT BbiTh 3KCNOPTMPOBaHE! B Pasnit4HbiX GopMaTax.

Bribepute dopmaT daitna ceptudmkarta:
J@_} Daiins! X. 509 ‘.CEII 5 mauﬁ&e DER
() ®aitnel X. 509 (.CER) B koanposke Base-64
(") CraHaapT Cryptographic Message Syntax - ceptudmkaTtel PKCS #7 (.p7b)
|| BrntowiTb No BO3MOKHOCTH BCE CEPTMPMKETE! B Ny Th CEpTUONKALYN
®aiin obmMeHa nuuHoI MHbopMaLeit - PKCS 212 (PFX)
| BKAIOYMTE M0 BOZMOXKHOCTH BCE CepTUdMKATEI B NYTh CEDTHHOUKSLIM
| YaanuTs 3aKkpeiToit KAKOY NOCHE YCNEWHOro 3KCNopTa
SKCNOPTHPOBATE BCE PACLUMPEHHLIE CBOMCTBa

XpaHnnuuLe cepuanu3oBanHelx cepTudmkaTos (.S5T)

MoapobHee o dhopnate daitnos cepTHUKETOE

<o [Comes ]

0. Kiukuaure O630p.

li2 Macrep 3kcriopra ceprudukatos (S
Wms 3kcnoprupyemoro danna
YKaKuTE UMA 3KCNopTUpyeMoro dakina
Vs daitna:
=
EAQuHbIA nopTan .
31eKTPOHHOM MOANUCH 1eCp.ru
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10. VKasKWTe IyTh ¥ UMs SKCIIOPTUPYEMOTO cepTrudukaTa U HaxkmuTe COXpaHUTh.
|2 CoxpanuTs kak

@O v’- PaBouwit cTon b

| = |
v I +4 ' | Mouck: Pabowud cmon L0 |
¥nopagounts ¥ Hoeas nanka g v @
. B a =
W Wsbparinoe ~ | BuBauoTeku 7
& 3arpyzkun Cucremnas nanka =
i-_,‘ HegaeHue mecta =
B Pabouwii cton 2 IUBDED (| sird
e Cucremnas nanka
Bl PaBounii cton -
== i | Komnstotep
BuBnarern [ £ & CucremHuas nanka
=& Buaeo
E] Joxyrentsl . Cets
[e=| Vz0Bpaxenna Cucremnas nanka
S
J’ Myzbika
[ Q— - |k AreHTCKWE ZOrosopbl -
Wmsa daiina: wma paiina =
Tun daiina: Iﬂaouuume daitnel X.509 (*,cer) B kogupoeke DER ']
‘4 CKpbITb Nanku $ Otmena
(S

11. Haxwmwure /lasiee.
Il Macrep 3kcnopra cepTudukatos

Wmsa 3kcnoprupyemoro dawna

YKaKUTE UMA SKCnopTUpyemoro daina

Wms daina:

C:\Usersy oo

. #\Desktop\yms daitna.cer

< Haszaa lﬂanee> ]I[ OTmMeHa ]

EAQuHbIA nopTan

D 9N1eKTPOHHOM MOAMUCH 1eCp.ru
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12. B okHe 3aBepuieHHe pad0THI MacTepa KCIOPTa cCepTUPHUKATOB KINKHUTE
T'oTroBO.

|l Macrep 2kcrnopTa ceprudukatos ﬂ

3aBeplieHne paboTel MacTepa
3KcnopTa cepTudmMKaToB

PaboTa MacTepa 3KcnopTa cepTUhUKATOS YCrewHo
33BEpWeHa.

Bbiny yKasaHb! Cneayrolmne napaMeTpol:
WiMa daina C:\Usersy
SKCropT Knoyei Het
BKAOYATE B NYThb BCe cepTudukaTel Het

DopMaT dannos AsonyHbie hav

< n 3

< Hasaa [ FoToB0 ] OTtmena ]

13. SKCIIOPT YCIIENTHO BHIIOJHEH.

1 Macrep 2kcniopTta cept ﬂ
P pTa cep

3KCﬂ0pT YCNEWHC BbINOAHEH,

EnvHbii ropTan .
Y 3NEeKTPOHHOU MOANUCU 1ecp.ru
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Cmoco6 2
Hcnoavzosanue xpanuauwia «/Iurvnvie»

1. Orkpoiite 6paysep Internet Explorer. [Tepetinure Ha Bk1agky CepBuc — CBo¥cTBa

opaysepa.

; /l I)‘ﬂ http://www yandex.ru/ 0O~ CI 1 Axgexc X

Dain

Mpaeka Bua Wsbparhoe Cnpaeka

¥Yaanute xypHan Bpayzepa... CTRL+SHIFT+DEL

Mpocmotp InPrivate CTRL+SHIFT+P
i YcTaHoBUTE NporpaMmsl Ak 33LLMTa OT CNEXKEHNA..,
Ounetpayua ActiveX
e
Hi Wicnpaente npoBaemel ¢ NOAKIOYEHUEM. .
ToBTOpPHOE OTKPLITUE MOCNEAHETO CE3HCE NPOCMOTPA
; I(-:lj Jobaeuts cait B merio "Myck"
2. Jn MpocmoTpeTs 3arpyskn CTRL+)
4. Ile BNoKMpoBaHWE BCNNBIBAFOLLINX OKOH 4
5 [lg ®uneTp SmartScreen »
HactpouTb HaacTpoikn
lMpocMmoTp B pexume COBMECTUMOCTH
MapamMeTpbl NPOCMOTPa B PEXKUME COBMECTUMOCTH
Moanncateca Ha seB-kaHar...
H< O6Hapyxerne seb-kaHana 3

Llentp obroenenna Windows

Cpeactea pazpabortumka F12

g ™
) Ceoictea bpaysepa

EAQuHbIA nopTan .
3NEeKTPOHHOM MOANMUCH 1€eCp.ru 9
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2. B oTkpriBIIEMCs OKHe BbIOepUTe BKIAJKy CoaepkaHue.
CsoiicTsa Bpaysepa

Mporpammbl l [lononHuTEbHO
I KoHbuaeHwanbHoCcTb

AoMalwHas cTpaHuua
. Yrobbl cO3AaTb BKNAAKK AOMALHMX CTPaHWL, BBEAUTE
|ag Ka)Xabiil U3 3APECOB C HOBOIM CTPOKM.

http://www.yandex.ru/Twin=1418clid=2110151 012

-

| Temes || Moomes | |venomssosars vosyio exsaaxy |

ABTO3arpyska
") HaumHaTb € BKNaaoK, 0TKPLITLIX B Npeablaylem ceaHce
@ HauHaTb C AOMALHEN CTPaHMLLI

Brxnaaxku
HacTpoiika BKnagok ana oTobpaxeHns
seb-cTpaHML,.

XKypHan bpaysepa

YaaneHue spemeHHblX dainos, xypHana, dainos cookie,
COXPEHEHHbIX Naponeit M AaHHbIX Beb-hopm.

[7] YaanaTs xypHan Bpaysepa npu sbixoae
[ Yaanutb.., ] [ MapameTpbi ]

MpeacTasneHme
[ oK ] [ OtMeHa ] | MpimeHnTs
EAMHBI ropTan iecp,ru

3NEeKTPOHHOU MOANUCU

M
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3. Kiuxkzute no kHonike CepTuduKaThi

Csoiictea Gpaysepa
[ Obwwe | besonacHocTb | KoHduaeHuwansHocTb
CoaepxaHue | MoaknoyeHns I MporpamMmbl I AononHuTenbHo

CemeltHas GesonacHocTb

npocMoTpa Beb-coaepRUMbIM,

& KOHTPOMb 3a paspelueHHsIM AnA @Ceueﬁuan 6e30naa-10c1'q

CepTudMKaTh

CepTMdMKaTLI MCNONB3YIOTCR ANA WHGPOBaHHBIX
a NOAKMOYEHMIA U YAOCTOBEPEHUA NOANMHHOCTH,

[OtucmmSSL

MspaTen ]

ABTO3anonHeHne

NOAXOARAWMNE CTPOKH,
Beb-kaHanbi 1 Beb-hparMeHTs!

ABT03aNONHEHME 3EMOMUHEET paHee [ MapamMeTpsi J
BEOAMBLUNECH AaHHbIE W NOACTABARET

Beb-kaHanbl 1 seb-hparMeHTsl
@g nNpeaocTasnaoT obHoBRREMOE
coaepxumMoe Beb-CaitToBs, KoTopoe
MOXHO NPOYMTETH C MOMOLLBIO
Internet Explorer 1 apyrix nporpamm.

OK ][ OTmeHa ] VﬂDMMEHHTb

EAviHbIN nopTan_
IN1eKTPOHHOU MOANMUCU

M

lecp.ru

11
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4. Ha BKJIaJIKE JInmuaHpie BI)I6€pI/ITe Bai CepTI/I(l)I/IKaT* U HAKMUTE KHOIIKY BKCHOPT.
*Ecau 80 exkaaodxe JIuuHble He om06pa3fcaem05z He 00uH cepmugﬁwcam, Heobxo0umo
80CN01b308aMbHCA 1 CXeMoll aKcnopma cepmugﬁu}cama.
Ceprudukatol L]

HasHaueHue: [<Bce> v]

MnuHeie |11pyme nonb3osaTend I MPOMEXYTOUHBIE LEHTPbI CEPTHhUKALIN I Aoaepeﬂu&: g i |

KoMy BblaaH Kem BblaaH Cpok ae... TloHaATHOE MMA

57 (e Ovae .., BN AD 18.06.2015 <Her>
_

mnopT... SKCTIOPT... Yaanute [ ononHMTEnbHO

HasHaueHna cepTudmkaTa

CneLanicT ¢ NpasoM NOANMCH KOHTPAKTa, YNONHOMOYEHHbI CIeLyanmcT,

AQMUHUCTPaTOp opraHusawm, I0puanyeckoe nuuo, Knacc cpeactsa 3MKC2, _
Knacc cpeactsa 3MKC1, Mcnons308aHMe Ha 3nEKTPOHHBIX NAOUWAAKEX MpoauoTp

MoapobHee o cepTudukaTax EE—
5. Otkpoetrcss Macrep axkcnopTa ceprudukaros. /[aiee Bam Hy:KHO OBTOPUTbH Bce

JeNCTBUs, KOTOPBIE mpomnrcadsl B Crmoco6e 1 (IIyHKTHI 6 — 13).
|lt Macrep 3kcrnopra ceprudukatos

Macrep akcnopta cepTudpmKaTos

3TOT MaCcTep NOMOraeT KOMMPOBaThb CePTUMKATEI,
CMVMCKIM AOBEPHSA W CIMCKM OT3bIBa CePTHAMKATOS 13
XPEHUNMLLE CEPTUDUKATOB Ha NOKAMbHBI ANCK.

CepTuhUKAT, BblaaHHbIN LEHTPOM CEPTUdMKALYM,
ABNAETCA NOATBEPKAEHWEN BALISIH NMYHOCTH U
COAEPRUT MHGOPMALUID, HEOBX0ANMYIO ANS 3aLUMTEHI
ASHHBIX WK YCTEHOBNEHUS 3aLUMILEHHBIX CETEBHIX
NOAKAHEHUI, XPaHUNMLLE CEPTUDMKATOB - 3TO
obnacTb cuCTeMbl, NpeaHasHaYeHHan Ans XPaHeH!s
cepTudMKaToB.

[N NpoAOMmKEHUs HaXMUTe KHoNKY “fdanee”,

EnuHbin nopTran .
N 3NEeKTPOHHOU MOANUCU 1ecp.ru



