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Mpeancnoewne

1 PASPABCOTAH CbwWecTEOM C© OMPAHWYEHHON OTBETCTERHHOCTEH slleHTp GeaonacHo-
cTH uH opmadune (D00 «LBK s)

2 BHECEH TexHWyackvM KOMWTETOM MO cTaHgapTu3aumm THK 362 e3awmTa wHd opma-
LNz

3 YTBEFHJOEH M BBEOEH B ,D,EIHCTBHE Mpukazom PegepanbHOro areHTCTEE NO TEX-
HWMECKOMY perynupoBaHum W meTponorum oT 19 agrycta 2015 r N2 1180-cT

4 BEEJEH BMNEFELIE

lTpasuna npumeHeHus HacmoAwe2o cmaxdapma yomadoanedsl & JTOCT P1.0-2012
(paaden 8). Wrghopiayus ob usmeHeruAx Kk HacmoAwey cmaddapmy nybnukyemca 8 exe-
eodHom (o cocmoRruKe Ha 1 Arsapa mekyweeao soda) uHopMaUUoHHD I Yra aamene « Hayu-
OHanLHEIE cmandapmels, 8 0QUUUaNsHEID MEKCM U3IMABHEHU U MONPASoK — 8 eXEelMECAYHO M
UHghop MaYUoHHO M YHa3amene «HauuoHaneHeie cmandapmels. B ciyyae nepeciompa (3aie-
Hbl) umy omiMeHsl HacmoAwe2o cmaddapma coomae memayiowee veedomneHue bydem onyb-
nukoeaHo 8 Bruxaluwels ebiNycKe EMEMecAYHo20 UHDOPMaUUOHHo20 Yka3lamena «H ayuo-
HaneHeke cmandapmels. Coomeememeyowas Unghopiayur, yeedolneHue U MeKGMEl pas-
IMealomca marke e UHghopmayuonHol cucmeie obujeao MoONL308aHUA — HA 0GOULUANEHO M
calime HayuoHansHoso opeaHa Pocculckol Tedepayuu no cmaddapmuszauyuu & cemu Ha-
mepHem [www.gost. ru)

® Ctangapturd opm, 2015

HacToAwwi cTaHgapT He MoeT BbiTe NONHOCTEH WAW YacTMYHO BOCNPOW3BEAEH, TUpa-
MWMPOBAH M PACNpOCTPaHEH B KAMECTEE O UUMansHoro n3gaHua bes paspewenwa Pegepans-

HOTO areHTCTEa NO TeXHWMECKOMY pPerynMpoBEaHW U METRONOTHIK
I
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BeegeHne

HacToAwwMiA cTaHaapT BXOOWT B KOMNNEKC CTAHOAPTOR, YCTAHABNWEAHLWMXY KNaccHd u-
KaUWH YAIBMMOCTEM, NPEBWNA ONWCEHMA YASBUMOCTER, COGEPMAHWE W NOPALOK BINONHEHWA
paboT No BoIABNEHMID W OLEHKE YASEWMOCTEH WHG OpMAaUKMOHHBI X cueTem [MC).

HacToAwmi cTaHoapT pacnpocTpaHARTCA HAa ASATENLHOCTE MO 3aLUWTE WHI OpMalmum,
CBA3AHHYH © BLIABNEHWEM, OMWCAHUEM, YCTPAHEHMEM WIKW WCKNHMEHWEM BO3MOMHOCTA WC-
NoNb30BaHWA yAIEMMocTed MC npu paspaboTke , BHEAPEHWMKM W 3KkcnnyaTayun MC.

B HacToAWeM cTaHfapTe NPpUHATHl NPaBWNE ONUCAHWA YAIEWMOCTER, KOTOPLIE MOTYT
BEITE MCNONL30BAHEI CNELWANMCTaMK No WHB OpMauMoHHo A Be3onacHoCTH NpW CO34aHAN W BE-
LeHun Bazel gadHel yAaeumocTed MG, pa3spaboTke cpencTe KOHTPONA (3HANW3a) 33 LUMLLE HHO-
CTH MH opMauun, paspalboTke mogeneld yrpos Be30NacHOCTH WHE 0 PMALMK M NP0 EKTMP DBS HWMW
CMCTEM 3aWMTEl MH opMaumuk, NnpogedeHun paboT No WAEHTWS MKALKMK, BLIABNEHWH YA3BWMO-

CTEN, WX aHANW3Y W YCTPaHEHW L.
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HALUMOHANBbHLIN CTAHOAPT POCCUACKOWN ®EOEPALINKA

3awyra MHdopMmaumMmn
YAIBMMOCTA MHOOPMAUMOHHBLIX CUCTEM
MNpaBuna onUcaHWA yA3BMMOCTEN

Infarmation protection. ulnerabilities in information systems.

Rules of vulnerahilities description

Nara geenedva - 2016-04-01

1 O6nacTe NpUMeHeHWA

HacToawwi cTavgapT ycTadaenueaeT obwue TpeBoBaHws K cTpykType onWcaHwWA
YAIBMMOCTH M NPaAEMNaM onMCaHWA YAZBMMOCTH WHEh opMaumoHHo A cuecTemel (MC). B HacTo-
ALLEM CTaHLAPTE NPWHATE CTPYKTYPA OMWCAHWMA YASEWMOCTHM, MCNONB3I0BAHME KOTOPOW No3-
EoNMT oBecneynTe AOCTAaTOMHOCTE WHG OpMauMKW ANA WASHTWG MKaLWK yAZEMMOCT MC W
BbINONHEHWA paboT no aHanuay yAagumoctei MG,

HacToAlwWid cTaHgapT He pacnpocTpaHARTCA Ha yA3BMMocT MC | CBA3aHHbIR © yTeY-
KOR WHPOPMALWMK NO TEXHWYECKAM KAHANAM, B TOM MWCNE YASEWMOCTAMK 3J18 KTPOHHBIX KO M-
MOHEHTOB TEXHMYECKWX (aNNapaTHelX W annNapaTHO-NMPOrpaMMHLIX) CpeicTe MHD OpMaunoH-

Hbl X CHCTEM.

Mananmne o puyHan tHoE
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2 HopmaTHUBHEIe CChbUTKK

B HacToAWEM cTanaapTe MCNONE30EAHA HOPMATHEHAR CCbINKA HA CNeyHLWWA CTaH-
napt:

OCT P JawmuTa WHd opmaurmn. YAIBWMOCTH WHG OpMaLWOHHLIX CH-
cTen. Knaccu MKaLWA YAZBMMOCTEA MH( 0pMa LKW OHHLIX CUCTEM

MpumedaHe —py NoNE3CBAHMM HACTOAWMM CTAHLEPTOM UenecooBpasHo MpoBepMTe Lel-

CTBWE CChINOYHBIE CTAHLARTOE B MHED OPMELMOHHOH cMcTeMe of WL ers None30BaHWA — Ha o ULMaNEHOM caliTe
HALUMOHANEHOM opraHa Pocoickol ®epepal No cTAHLApTMIALMK B ceTH WHTEPHET MNW MO EXE oL HOMY
WHEp O MELMOHHD MY WKa3aTeNn «HauoHansHele CTAHLAPTE s, KOTOPLIA onyB NMKOBaH No COCTOAHWK HE 1 AH-
BAPA TEKYILE O TOAE, M NO BoiNYCKEM EXEMEC AYHOMD WH O PMELMOHHOM VKa3aTena «HauWoHanbHele cTaHg ap-
Thlz 38 TEKYWMIA rog. EcnM 3aMeHEH cobINGWHBIA CTAHRART, Ha KOTOPbIA JAHA HEJATUPOBAHHAA CChINKE, TO pe-
KOMEHLYETCA MCNONB30EATE GEMCTEYIO WD BEPCMD 3TOTD CTAHLAPTA © YYETOM BCEX BHECEHHBLIX B A aHHYIO
BEPCHID MIMEHEHMI, ECNK 3amMeHEH CCbINOYHBIN CTAHLEPT, HA KOToOpbIM LaHa RATWPOBAHHAA CobiNka, To PeKo-
MEHJYETCA MCMONb30BATE BERCHID 3TOM CTAHLAPTE C YKa3aHHRIM BhIl & 10 40N YTEERHLEHUA (MpUHATA). Ecnu
nocne yTEERHY EHUA HACTO ALLEND CTAHLAPTA B CChINOWHbIM CTAHREPT, HA KOTOPEIA 1aHa LaTMPOBaHHS A CCbin-
K&, BHECEHD WIMEHEHWME, 38 THAMEBAI ILEE NON0KEHWME, HA KO TOROE f&aHa CCbINKa, To 3T MO0 HEHWE PEKOMEH -
AYETCA MEMMEHATE BE3 ydeTa 4aHHD o MamMeHeHWA. Ecni cebiNoyHeld cTaHLapT oTMeHeH Bes 3ameHbl, To No-

NOWEHWE, B KOTOROM L AHS CChINKA HA HEMD, PEKOMEHE VETCA NPMMEHATE B YACTW, HE 3ATPAMEBAND ILEN 3Ty Cohl N

K.

3 TepMHHBI M onpegeneHns

B HaCcToAWEeM CTaHOapTe NMPpUMeHeHbl ClefylolwWe TepMAHEBl C COOTBETCTEYHLWWMMK
onpeldengHAAMM.

3.1 wHp opmayuoHHaA cucTema: CoBOKYNHOCTL COfepwalleiicA B Da3ax QaHHbIX WH-

thopmaumn 1 cbecnedyvearowmx ee obpaboTky WHD OpMALMOHHLIX TEXHONOTWA W TEXHWYE-
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CEWX Cpe QCTE.
MpumedyaHd ne —ONpejeneHye TepvMHA CODTEETCTEYET [1].

3.2 yrpo3a BeaonacHoCTM WHp opmauru: CoBOKYNHOCTE YCNOBWA W dakTopoe, co3ga-
HOLL® MNOTEHUWANEHYH WNKM peansHO CYLWECTE YWY 0NACHOCTE HApYLWeHMA Be3onacHocTu
MH opmaL i,

3.3 yA3BWMOCTE: HepgocTatok (cnabocTs) NporpamMmMHOre (NporpammMHO-TE XHKMYECKOro)
CPEOCTEA MAW WHD OpMaUWOHHOW CHMCTEMBI B UENoM, KOTOpkIA (KoTopaA) momeT BelTe We-
MoNB30BaHA ANA peanu3ayun yrpo3 Be3onacHocT WH opmalum.

3.4 npaeuna oNWCaHWA YABMMOCTW. COBOKYNHOCTE NONOMEHWA, PEernamMeHTUpRY LM
CTPYKTYRY M COAE PHAHME OMMCAHMA YAIBMIMOCTH.

35 onucaHne yA3BMMOCTH: MHp opmMaunA 0 BLIABNEHHOR YAZEWMOCTW.

36 nacnopTt yAsewmocTi: QokymeHT (p opmannacBaHHOE NpeacTaBNeHKWE), CogEpHa-
LWMA ONMCaHWe YAZBEMMOCTW, ONPEENAKLWMA XapakT BpUCT MKW YAZEMMOCTI W BhINONHEHHGIR
B COOTEETCTEMW C NPAEWNAMM CNUCAHMA YAIBMMOCTH.

3.7 W3BRCTHAA YAIBMMOCTE: YA3BMMOCT b, 0NYBNWKOBAHHAR B 00 LUEA0CTYNHBIX MCTOM-
HWKaX C ONWCAHWEM COOTBETCTEYHLWMY MEP 3AWLUMTEl WHG opMauMK, MCNpaBNeHUA HegocTaT-
KOB WNW CODTBET CTEYHLLMY 0B HOBNEHKMEA.

38 yA3BMMOCTE HYNEBOMO OHA: YA3IEWMOCTh, KOTOPAA CTAHOBMTCA W3BRCTHOW 00 MO-
MEHTA BhINyCcKa paspaboTynkom KOMNOHEHTa WHG OPMAUMOHHORA CHCTEMbI CODTEBETCTRYHILLMX
MEp 3ALUNT Bl MH opMaLMKW, MCNPABNEHKMIA HEAOCTATKOE WK CODTBETCTEBYHLWME 0BHOBNE HW.

3.9 eneperle BLIABNEHHAA YA3IBWMOCTE: YA3IBWMOCTE, HeonybnuwkoeaHHan B obweno-

CTYNHBIX WCTOMHKUKEX.
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4 OcHOBHbIe NONOXEHUA

4.1 Onucanue yazeumocTy MC BEINOMHASTCA B COOTEETCTEWMM C NPaBWNamK onwuca-
HUWA.

4.2 [Npaenna onucaHwa yazeuwmocTed MC pacnpocTpaHAKTCA Ha W3BECTHLIE YAIEM-
MOCTH, YA3BMMOCTH HYJEBOTD OHA W BNEPBLIE BLIABNEHHBLIE YA3BMMOCTH.

4.3 Onucanue yAzeumocty MIC odhopmnAeTcA B BWAE NacnopTa yAIBEMMOCTK, ¢ opma

KOTOPOTO W NPUMEp 3aNoNHEHWA NpeacTaBnersl B Tabawye A (npunoxeHne A).

5 CTpyKTypa 1 copepKaHWe onMcaHuA YA3BUMOCTEN

5.1 Obwue TpeDoOBAHWA K CTPYKTYPE ONUCAHWA YAIBHMOCTH

5.1 CTpykTypa onNMEcaHWA YAIBMMOCTM SonxHa obecnevywEaTe AOCTATOMHOCTL MH-
thopmaymn onA woeHTug kaymn yAzsumocT MC v BeinonHeHWA paboT no aHanuay yAIBM-
mocTeid KMC.

512 OnA ogHOo3HaYHOR WOEHTHE MKALWK YASEWMOCTW ONMCEHWE AONMHO BKIHMATh
CNenyHLWWE 3NEMEHTHI

- WOeHTUD UKATOP YAIBMMOCTH,

- HaMMEHOBAHWE YAIBMMOCTH,

KNacc yAIBMMOCTH;
- HaWMEHOBAHKWE Nporpammioro obecnedennA (T10) 1 ero BepcwA.
513 Ona obecnedyeHwA pabor no aHanuay yAaeumocted WIC onwvcadHwe gonmHo
BKNHMYaTE CNEAYHLWME 3NEMEHT bi:
- WOEHTW MKATOR TWMA HELOCTAT KA,

- THN He AOCT aTKa,
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- MECTO BOSHMKHOBEHWA (NPOABNEHMA) YASEWMOCTH,

-cnocob (npaewno) obHap yWeHWA YAIBMMOCTH,

- BOIMOMHBIE MEpbl N0 YCTPaHEHWH YAIBUMOCTH.

514 Ona obecneveHna geTankHol WHd opmaywy of YAZBMMOCTM ONWCAHMWE MOMET
BKNHMYaTh CNEAYHILLME 3NEMEHT bi:

- HAWMEHOBa HWE DI'IEPELIIMDHHDH CUCTEMBI W THN EI'II'IHPETHDIH I'IJ'IETI:IJ Op MBI,

A3bIK NporpaMmmMyp ogadna M10;

cnysba (nopT), koTopyro(BIA) MCNONB3YHT ANA G yHKLKMOHUpoBaHKuA 10,
- CTENEHb ONacHOCTH YASEWUMOCTM.

- KpaTKOE DNWCAHME YASBWMOCTH,

- WAEHTW MKATOPBI APYrMX CUCTEM DNUCaHWA YAIBMMOCTE A,

- AdTd BRIABNEHWA YAIBWMOCTH,

aBTop, onyBnuKoB aBLIMA MHD OPMaLWHD 0 BRIABNEHHON YA3 EMMOCT W,

- KpUTEPMKM ONACHOCTH YASEUMOCTH.

515 HononHwTensHo onucaHwe yA3BMmMocTH MIC moMeT BRNHOMaTL NpoYyi MHg op-
MaLWH B COCTAEE CNELYHLWMY 3N MEHT OB

- OMWCAHWE peanWayeMol TexHonomn obpaboTkn (Nepegayn) MHG opmalim;

onMCaHWE KoHG urypaumw N onpegenAEMol NapamMeTpamM YCTaHOBKK,

- onWcaHue HacTpoek MO, NpW KOTOPBIX BEIABNEHA YAIEWMOCTE;

- onWMcaHue nonHomodui (npae goctyna) k MG, HeobxoAMMblx Hap yLWKWTENH ONA 3KC-
NAyaTauuW yA3 EMMOCTH,

- ONWCAaHWE BO3IMMKHBIX yrpo3 BGesonacHocTW WHROPMALMWW, pPEAaNW3AUMA KOTOPbIX
BO3MOMHA NP JKCNNYaTaLWUN YASEWMOCTH;

- ONWCAHKWE BO3MOMHBIX NOCNSOCTEWR OT JKCnnyatauli YAIEWMOCTH MC;
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- HAWMEHOBAHWE OpPraHW3aynW, KoTopad onybnukKoEana WH( opMaLM O BeIABNEHH O
YAIBMMOCTH,

- fata onybnukoBaHWA YBEOOMNEHMA O BbIABJEHHOW YA3BMMOCTW, @ Takke narta
YCTpaHe HWA yA3BUMO CTW paspaboTunkom M0,

- LpyrWe cBeEHKA.

52 ODbwue TpeboBAHWA K COOLPHAHWID ONMHUCAHUA YAZEMMOCTH

521 CopepwaHue ONWCAHWA YA3BWAMOCTM A0N#HbLl 0BECnevynTe OJHO3HAYHOCTE M
MOAHOTY MH opMayri ob yAIBUMOCT 1.

522 3nemeHT eHawmeHoBaHWE YAIBWMOCTWE NpefcTaenAeT cofiold TekcToByH WH-
f opmauu 0b YAIBMMOCTW, HA OCHOBE KOTOPOW BOIMOMHO YCTAHOBMTE NPWYMHY W (Wnw) no-
CNeAcTEWA YAIBWMOCTW. HanMeHOBaHWE YASEWMOCTW A0N¥HO ObiTe NpeAcTaBneHo Ha pyc-
CKOM A3blke (B ckoBKax Ha aHFNWACKOM A3bIKE — NpW HED BXOgMMOCTH).

Mpumep-Onucaige yI360MOCING & YACHY 3AeMe NIna oflauvMenosanes yssumocmyx ¥y 3-
IMOCIL, IPUSOITW 3T K Nepe RONNeNme Gyhepa a caywbe RPC DCOM e onapayuoNNEIX CUCINE Max
Mcros oft Windows 402000/ XP/ 2003 (Valre rability Windows XP RPCS S DCOMEBuffar Overflow )

523 3nemeHT «MgeHTud MKkaTop YASEWMOCTH® nNpefcTaBnAeT cobol  andg aBuTHO-
UMt poBOM KDL, BKIHOMEHWMA ko4 Ba3bl SaHHBIX YAZBUMOCTER, rof BRIABNEHWA YA3BWUMOCTH
M NOPALKOEbLIA HOMEP YASEWMOCTH, ERIABNEHHON B Tekywem rogy. [pW onpeneneHuy uaeH-
TUE MKATOpa YAIBMMOCTW KO4 033kl OaHHLIX YAIBWMOCTEA, TOL BbIABNEHMA YAIBMMOCTH MW
NOpASKOBLIA HOMEp YRIBWMOCTW A0N#HL ObTE OTOENEHEl Apyr 0T OpYra 3HAKOM £—3, NPW

3TOM 3HaK I'IFJDEEJ'IE He CTAaBWTCH.

Mp ewmep-Ongcanme y9360MOCIET 6 YACME INeMeNma cifdenmmb ukamop Yy 360HMOCHTX

XXX-2003-0873.

524 3nement ¢l neHTUd MKATOpPLI OpYrMy CHMCTEM ONMCAHMA YAIBMMOCTEA® npejn-
cTaenAeT cof ol WABHTU MKATOPLl YAIBMMOCTKH B OPYIMX CMCTEMaX onucaHmui, daHHbli ane-

MEHT BENHIMEAET H,[I,EHTHEIJ MEATOPBl YASBEUMOCTH W3 DELLIIE,D,DI:T}I'I'IHI:I}{ WCTOMHWEOB W COMOE PHUNT,
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KaK Npaeuno, unt poeoid win and aeuTHo-und poBoll ko COnWcaHue MoMeT BeiTe BbINONHE-
HO B BMAE MNepccelnok B g opmate agpecoe URL,

Mpumep-Onucange y93I6UMOCHTY & YaC MY 3AeMeNma «Hfdenmup yxkamopsl dpy2ux ¢ uc mex
OMyCaNul yaiauoc meifx CVE ID: CVE-2003-0813; Bugtrag ID: 52018; OSVDE ID: 65465 Qualys ID:
90777; Secunia Advisory: SA4R183; Secunity Tracker Alert ID: 1025250; Nessus Plagin ID: 38099

525 3nemeHT «Kpatkoe onWcaHue YAIBMMOCTWE NpeAcTaBnAeT coboll TekcToByH
WH d) OpMal - of YAZEWMOCTH W BO3MOXMHOCTAX 22 MCNONB30EBaHWA.

fpumep-Onucanye Y936UMOCIY 6 YACIU 306 MeNMa oXpamKoe ORUCaNUe Y9 3GTMOCIITR
yeieumMocmb oONapywe e & caybe RPC DCOM Hapy wumens Moxem 66 3GANE OMKS3 6 oOcaywusa-
HUY (@GapuriNoe 3acepwienye palomsl cUCIeMbl AU Nape3azpy 3Ka), cosdacay dea nomoxa Ay odNo-
20 o mozo we RPC-3anpoca. [To coobmenmoe paipabomuyuka, y9360M0C ML HONEM FCRONBI0SINECT
Iy 8EMONNE HUS RAPOUISOABNOZO Koda & ys3euMoll cucmeMe. PaipalomyuKk oHeNuN, Yo yS3su-
MOCHE UM BoR KN UYe CRIE» YPOSeNs ORICHOCINY.

525 3JnemeHT «Knacc yA3BWMOCTW: NpeacTaenAeT coboil TEKCTOBYHW MHGOpMayWH,

KOTOpYH onpegennawT 8 cooTeeTcTeMw ¢ [OCT P 5E546-2015.

fApumnep-Onucanse YI3I6EMOCINE 8 YACINE IMeMeNMa allace YI360MOCINEN YII6IMOCHIE

Koda.

527 3nemeHT eHawmeHoeaHWe nporpammHoro ofecnedeHwA W ero BepcuAz Npeg-

cTaenAeT coboi MHp opmaumo o HauMeHoEaHWK (10 W ero BEpCKK.

Mpaoamwme p-Ongcante YI36UMOCHIET 6 YACHMYE IAeMeNma offagMeNosaiye ApOZPpaMM HOZ0
obecrevenug 620 gapcue . RPCDCOMME rosoff Windows 402000/ XP2003.

528 3nement «Cnywda (nopt), koTopyro(blA) MCNONE3YHT ONA § YHKLWOHKMPOBaHWA
nporpammiorg ofecnedeHnAs npegcTaenAeT cobol KoOMBWHWPOBaHHYH WH OpMauMl o
cnyx#fbe [CMCTEMHOR MW CETEBOR), 0 CETEEOM MOPTE, KOTOPLIA MCNOAL3Y T ANA § YHKLWD-
HUpoeaHWA MO, W 0 HAWMEHOBAHWW CETEBOMD NPOTOKDNA NEPEAYW OaHHe X Homep ceTeBo-
ro NopTa W HAWMEHOBAHWE CETEBOMD NPOTOKONA Nepefavyn LaHHLIX OTOENAT ApYr oT Apyra

IHaKOM &fs.
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NMpumedanwne —Cnywla MopT), KoTopy(biM) MCNONBIVIOT GNA & YHELAOHUPO BEHWA NP0 M amie-

Horo ofecnedeHWA, MOMET HE WMETE NOCTOAHHOM 3HaveHWA. Mpo pamvHony obecnedeHo MoxeT BeiTe
HEIHEYEH NOPT NO YMONYaHWHD, HO NpakTideck nofoe MO mMoweT GbiTe NepekoHD M VPUPoOBaHD Ha gpyroi
nopT.

Mp umep-Onucanye yI3I6EMOCIIET 6 Yacmy amemamma aCoywba flopm), Komopy wo{Bar) uc-

ROTLIY I RA Y RKOQTORUPOEINET ApOZpaMMNo20 obecrevenuan: RPC 1394 p.

528 3nemenT ¢H3biK NporpamMmupoBaHiA NporpaMmicro ofecneyeHwAs npegcrae-
nAeT coboi HaWMeHoOBaHWe A3LIKA NporpaMMWpOBaHWA, WCNoNe3yemoro npw paspaboTke
(npenctaenenun) MO, CoepemenHoe MO, kak npaeuno, pa3pabaTeiBaOT C MCNONBIOBEAHWEM
CEMEACTEa A3LIKOE NPOrpaMMMpCOBAHWA, NOSTOMY AaHHBIA 3NEMEHT MOMET BKNHOYATL WH-
P opMauu o TEXHONOrMK (Cpede) NporpaMMUE OBaHUA.

Mpomep-ORrcante yIIGUMOCIIE & YACIME MTeMeNME «36IK APOZPAMMUPDOGANES APO-

2paMMNozo obecmeyenugw G++
5210 3nemeHT «Tun HegocTaTkas NpegcTagnAeT cobol TekcToByH WHG opmaywi,
KOTOPYH onpegennawT B cooTeeTcTeMn ¢ [OCT P 5E546-2015.

Mpawe p-0Onucange yI36UMOCHIYT 6 YAaCHU INeMeNmMa «Tun Nedoc mMamKkan NedocHam K,

CBYIANNGIE C ReponoANenuad Gyihapa Ravgmy.

5211 3nemenTt e peHTd MKaTop TMNA HEQOCTATKas NPeACTABNART cofol yHWKANL-
Hbld WASHTWUG MKATOP THNA HELOCTATKE W COOE PWWT and aEWTHO-ung poBoi Kog. MoeHTud u-
KaTop Mo¥ET DbITh BIAT (M NpW He 0B X0 AMMOCTM A0NONHEH) M3 DB LLEAOCT YN HLIX MCTO YHWUKOE.

MTpumep-0nuc anges YII8UMOCINYT & YACINY 306 MONINE okl 0e RINED UKANOP INURE Ne JOC N a0 -
kaxw CWE-T19.

5212 3nemenT eMecTo BOSHWKHOBEHWA (NpOABNEHWA)] YAIBMMOCTM: MNpefcTaBnAeT
cobol TEKCTOBYH WHp OpMAaLMIO O KOMMAOHEHTAX WHGOPMALWOHHO A CMCTEMbBl, KOTOPBIE CO-

OEpXaT paccMaTpUEaeMyH YAZBMMOCTh.

Mpuemep-Onucanre yeIUM OCINE & YACINT 3AeMeNNE «VBcmo 803INUKNOSeNUT @iposans-

NN ) Y36EW OC M YR 36UMOCIND 6 obm ecucmeMuon (obmem) npozpar muoM obecnevenwy.
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5213 3nemeHT eHawMeHoBaHWe OMepauMOoOHHOR CHCTEMBl M TUN annapaTHoi nnat-
thopMels npegcTaenAeT cobol wHG opmaunio of onepauMoHHOR CHMCTEME W TWNE annapart-
HOW nnaTh opmel. Tunamu annapaTHoi nnath opmel AenAwTeA: 1A32 ) [ABL XBE, ARM, PA-

RISC, SPARC, System z n gpyrue.

Mpume p-0Onucangs YI38UMOCT & Yac My 3NoHoNME «cHaUMeN08aNTe ONepLUORNO T cur-

CireMbl U IR ANAApaMNOT pnamp opw s Meros off Windows 4.0:200 WXP2003 (<32).

5214 3nement «]aTa ELIABNEHWA YAZBMMOCTM® NpeacT aBNAeT coboll WHp opmMayn
D 4AaTe BbIABNEHMA yAIBMMOCTW B hopmaTte OOMMITTT. Jata BLIABNEHWA YAIBUMOCTH B
chnydae §aKTMYECKOW HEBOSMOMHOCTH &8 YCTAHOBNEHWA CYWTAeTCA COBMAaJamWER © oa-

TON pervcTpaymn coobweHwA of yAIEMMOCTY B Da3e LaHHbBIX YA3BMMOCT B,

Mp owmep-0ORUcCaNTe YIIBUMOCIIYT & YACIT 3N MONME «/Jama eb9ENcNES VI IGUHOCHIT X
23722004

5215 3nemeHT «AeTop, onybnWKkoBaBWWA WHp OpMaLWMID © BblABNSHHOW YAIBWMMO-
cTUe NpegcTaenAeT cobol wHopmauwio ob aeTope, koTopbld obHapyx#un W onybnnkoean

YAIBEMMOCTE NEpEB bIM.
MpUMeYaH e — INemeHT ABNABTCA HeobA3aTENLBHEIM K 3anonHeHue. PasmeweHwe wHgopma-
UMK ob aTope oCYULECTENABTCA C yYeTom [2].

5216 Inement «Cnocob (npaewno) obHapyKeHWA YASBWMOCTW® NpefcTaBnNAeT cCo-
Bof hopManW30BaHHDE NpABMAO onNpefeneHmA yA3eumocTi. Cnocob (npaeuno) obHapyxe-
HMA YAIBMMOCTM MO3BONAET NPM NOMOWM CNeUMansHod Npouesypkl NpOBECTH NPOBEPKY

HaMMYKA YAIEMMOCTH.

Mp omep-0ORucanye YIIUHOCINT & Yacmy 3NeMeNma eCRocold (Rpasuno) obGNapyw eRuT
VYE3IGUMOCHE» N3 33b6iKe onucaney OVAL:
AND 5 oftw are s ection
Criterion: Windows XP i instaffed
registry_tost pvalorg.mitro.ovaltst:2838) check existence = af_foast ome_oxists,

check = &t feastone



MocT P 56545-2015

registry_object foval-org.mitre.ovalobid 19k hive: HKEY [ OCAL _NAGCHINE
key: SOFTWARE\Wic ros oft\Windows NT\CurrentVersion
name: CurrentVars iom
regqistry _state fovalorg.mitre.ovalbste: 2657
valwe: 5.7
OR a vulnerable version of rpertd dif exists on XP
AND 32-bit version of Windows and a veinerable vers ior of rperiddlf exisis
Critarion: 32-Bit version of Windows & instaffed
registry_test pvalorg.mitre.ovalist:2748): check_existence = at least_ one_exis s,
check = at faast one
regqistry_object foval-org.mitre.oval:objt 1576): ive: HKEY [ OCAL _NMACHINE
key: SYSTEMCurrentControls et\Comtrol\S ezsion Manager\Envirommant
name: PROCESS OR_ARCHITECTURE
reqistry styte fovalorg.mitre.ovalbste: 2569k
valwe: x 86
NMpumedaH e —OVAL (Open Vulnerabilty and Assessment Language) — oTHPbITEIA A3LIK oMW Ca-
HUA YAZBMMOCTEN W NPOBELEHWA oUeHok. OVAL 1eTaNsEHD ONWCBIBAST METO NPO BERKM NapaMETROE KOHpMry-

PALMK [N A OMPE feneHA Ha NMUMA Y A3 BUMOCTH .

5217 3nemeHT «KpWTepiW oNacHoCTH YAIBMMOCTM® NpeacTaenAeT coboll coeokyn-
HOCTE MHOPMALMKA O KPWUT BpUAX, MCNONL3YEMBIX NPW OLEHKE CTEMNEHW ONACHOCTH YAZBMMO-
CTHM, M 0 WX 3HAMEHWAX. KauObli KPUTEPUA MOMET MPUWHMMATE 3HAMEHWA , COFNACHD CNemyH-
Wed HOMEHKNaType:

- KPWTEPWIA €TUN gocTynas (NoKanbHBIA, yAaNEHHLIR, AP YoM THN goCTyna);

- KpWTEpWA gyCNOBWA OocTynas (yNpaBneHWe OOCTYNOM, OpYrue YChNoBMA, ynpaene-
HWE OOCTYNOM HE MPUMEeHAETCA);

- KpwTepwid eTpeboeaHwA ayTeHTWd Mkaunwve (OAHOKpPaTHaA ayTeHTWd MkauwA, Kc-
NONL30BaHWE (MHOMOKRATHEIA EEOL) PAa3NMYHOW ayTeHT M MKAUWOHHOR WHE OpMaLKK, ayTeH-

TU MKALKMA He TpeByeTCA);

10
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- KpUTEPMA €BNMAHWE HA KOHPWASHUWANEHOCTE® (HE OKa3bIBAET BAMAHWA, HapyLUe-
HUE KOHPWOEHUKMANEHOCTH),

- KpWTE WA €BNWAHME HA LENOCTHOCTE® (He 0Ka3blBAeT BNMAHMA, HApyLWWEHWe UenocT-
HoCTH);

- KpWTEPWIA € BIMAHWE Ha AOCTYNHOCTB® (He OKAa3blBAeT BNMAHWA, HAPYLUEHWE AOCTYN-
HOCTH).

Mpume 4aH e —MNpUMepoM ONMCEHWA KPUTEPMEE ONACHOCTA YAIBMMOCTM ABNAETCA Gaso Bl

BEKTOR YAIBMMOCTM B COOTBETCTEMK ¢ Comm on Yulnerahility Scorning System”™.

5218 3nemeHT eCTENEHE ONACHOCTW YA3BWMOCTM® NpPeACTaBNART cobol TeKCTORYH
WHh OpMaL WK, KOT OpaA MOMET NPMHWMATE OAHO M3 YEThIPEX IHAYEHWA. KPWTUYECKWA | BbICO-
KW, CPEAHMA M HW3KWA ypoBEHb onacHocTW. CTeneHe ONACHOCTM ONPEAENAHT B COOTBRT-

CTEWW C OTARNbHOW MeTom Ko i,

Mpumep-ONUcaNge y938UMOCINY 8 YAC NN 308 MENIN 3 aCINGNENE ORACHOCINT Y9 3I8UMOC TN
SEICOKTT YpoageNb ORSCH OGN,

5219 3nemenT «BoamokHele Mepbl N0 YCTPAHEHWH YAZBMMOCTME BKNHOMAaeT B cebA
NpeLNoMeHWA W PEKOMEHLALMKM MO YCTPAHEHWH BbIABNEHHBIX YAIBMMOCTEH MOW WCKIHYE-
HWK BO3MOMHOCTH WCNONLICBAHWMA HAPYWWTENEM BhlABNEHHLIX YAIBMMOCTER. [lpednoe-
HWA ¥ pPEKOMEHLALWKM AONWHEI COAEPAaTh CoblNkM Ha Heobxogwumoe 10 w (Mnw) onucanue
kKoHdurypauwi MO, oA KoTopelX yrpo3sl Be3oNacHOCTH WHD OpMaL K, MCNONb3YHLWKWe OaH-

HYH YAIEMMOCTE, HE ABNAKITCA aKTYaNbHBIMUK.

Mpumep-0ORucaiue yI360HOCINE 6 YACINYT INeHeNNd cBosHONNB e Hepbl ARG VCINPENe BU0
VEIEUMOCHTR

¥Yocmanosume coomeemc mayomee obioamenye:

Merosoft Windows NT Server 4.0 Sarvice Pack 6a;

Merosoft Windows NT Server 4.0 Terminal 5 emver Edition Semvice Pack 6;

Merosoft Windows XP and Merosoft Windows XP Semwvice Pack T;

"Common Yulnerahilty Scoring System (CVS5) —obwan cMcTeMa oUgHKEM Y A3BMMOCTI o NyE NMKoBaHa
Ha oMUMansHoM caliTe coofuecTea FIRST no agpecy URL: hittp: Mo first. org foves.
11
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Me rosoft Windows XP 64-Bit Edition Service Pack T;
Merosoft Windows XP 64-Bit Edition Vers fon 2003;

M rosoft Windows Server 2003 64-Bit EdiGon.

5220 3neMEHTEl ONWCAHWA YAIBMMOCTKH C NpoYed MHg opMayWeid NpeACcTaBNAKT Co-
Bof TeKCTOBYH MHOPMALMID, KOTDpaA NO3BONAST AONONHWTE 0B LY WH op Mauwr ob yAs-
BUMOCTH [cm. 5.1.5).

Mp uwmep-0nUcanrs Y9380 OC MY & YACIY 3NeMENME «fIpovYay UNDOPHINUTH CRE QUANL-

HBDX ToNKoMownl Wpae docmyna) e ompowenyo K HC napywameme ve mpebyemcs.

12
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MpunoxeHue A

(pexomeHnpyemoe)

mDPHﬂ nacnopra yaiBUMOCTH C NPUMeEpROM ero 3anonHeHWA

Tagnwuya A1 —Dopma NAcNopTa YA3EWMOICTA C NPAMEQOM B0 3ANANHEHWUA

SMNEMEHT ONMCaHWA

MpWMeER 3aN0NHEHWA ONAC 3HWA Y AZE MMOCT I

YA3B UMOCTH
HawmeHoe aHwe YAIBWMMOCTE, NPWBOOAWAA K NepenonHenwk Gydgepa B cnywbe RPC
VA3 MMOCTI DCOM E ONEpPALWOHHbIX CUCTEeMax Microsoft Windows
4 0/2000/%P/2003 (Vulnerabiity Windows XP RPCSS DCOM Buffer
Cwerflow)
MoeHTUpuEaTOp HH-2003-0813
YA3EUMOCT M

AoeHTUg MKATOp bl 0T WX
CUCTEM OMWC aHNH ¥ A3E 1-

MOCTEN

CVE ID: CVE-2003-0813

Bugtrag ID: 52018

OSVDB ID: 65465

Qualys |D: 90777

Secunia Advisory: SA48183
SecurityTracker Alert1D: 1025250

Messus Plugin |D: 38099

Kparkoe onucaHwe

YA3EMMOETH

YAIEMMOCTE ofHapy#eHa B cnyxwbe RPC DCOM. HapywwTenb mMOMET
BbI3EATh OTHa3 B OGCNy»WEAHWKM (3B ApWAHOE 336 eplleHWe paboTel cK-
CTEMEI WKW NEpPE3arpy3ka), co34aean 4B A& NOToKa ANA 04HOM W TOro e
RPC-zanpoca. Mo coofWeHWD paspaloTduka, YA3EMMOCTb MOMET WC-
NONE30EATECA ANA BEINONHEHWA NpOW3EONEHOMD KOOA B YAIEWMON CH-
cTene. PaapaboTduk OUEHWN, UTO YAZEMMOCTE MMEET =KpMTHJECKMA=

YPOBEHL ONEACHOCTH.

13
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Mpodomseque madnuysr A.1

SMEMEHT ONMCAHWA MpWMeR 3aN0AHEHWA 0N 8HWA Y AZE MMOCT I
YHIE MMOCT I
Knacec yAIBMMOCTH YWAIBMMOCTL KOLA

HawmeHoeaHwe MO wern | RFC DCOM Microsoft Windows 4.0/20000<P /2003

BEQCHA

CnyxBa (nopt), kotopaA | RPC 13%cp
(KOTOpBIA) MCMONB3YETCA
ONA HyHELMOHWPOE aHWA

Mno

HA3bK OporpaMMApoBaHKA | C++
no

TUN HeOoCTaTHa HenocTaTkW, CEA3AHHBIE C NEpenanHeHNEM By epa NamMaTH

MecTo BO3HWEHOBBHKWA WAIBMMOCTE B 00WECKCTEMHOM (08 W EeM) NporpamMiHomM o ecnedeHum
(MpoABNEHWUA) Y A3E MMO-

CTH

MoeHTUg MEaTop THNa He- | CWE-1149

A0CTaTKa

HawmeHoe aHWe onepauw- | Microsoft Windows 4. 0/20000P/2003 (=32)
OHHOW CUCT 8Mel W TKN ark

napaTHoW MMaTg opakl

[aTa EslABNeHWA yAzen- | 1000372003

MOCTH

ABTOp, onyBNWUKOBAE WKWA
WHI OpMELIID 0 B bIAB-

MEHHDA WAIBWMMOLCTH

14
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Mpodomseque madnuysr A.1

SMEMEHT ONMCAHWA

YWAIE MMOLCTHI

Mpumep 3anonHEHWA ONMCAHWA YAZE MMOCTI

Cnocod (npaewno) oGHa-

PYMEHUA Y AIEMMOCTH

AND Software section
Criterion: Windows XP is installed
registry_test (ovalorg.mitre.ovaltst:2838). check_existence =
at_|east_one_exists, check = at least one
registry_object {oval:org. mitre.oval obj 418):
hive: HKEY _LOCAL MACHINE
key: SOFTWAREBE M rosofildindows NTMCurrentVersion
name: Currentl/ersion
registry_state (oval:org.mitre.oval ste: 2657):
value: 5.1
OR avulnerable version of rpcrid . dll exists on XP
AND 32-bit version of Windows and a vulnerable version of rpcrtd. dil ex-
ists
Criterion: 32-Bit version of Windows is installed
registry_test (ovalorg mitre.ovaltst:2748);  checlk_existence =
at_least_one_exists, check = at least one
registry_ohject {oval:org. mitre.oval obj: 157 6):
hive: HKEY_LOCAL MACHINE
key: SYSETEMCurrentControls efControhSession Manag-
efEnvironment
name: PROCESSOR ARCHITECTURE
registry_state (ovalorg.mitre.oval ste: 2669);

value: x85

15
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Okonyanue madnuysi A1

SMEMEHT ONMCAHWA

WHIE MMOLTHI

Mpumep 3anonHEHWA ONMCAHWA YAZE MMOCTI

KpuTepuW onacHoCTH yAS-

BEMMOCTHI

Hanpumep, B cooTERTCTEMM ¢ CVES - AV MIAC UAWNICCILCIAC

CTENEHL ONACHOCTUW YA

BMMOCTHI

B hbIC OKMA YP OB 8H ONACHOCTM

BoamowHkIE MEpLI NO

YCTREAHEHWHD YAIBMMOCTIA

WCTEHOE MTE COOTBETCTEYHIWE S 0OHOBNEHME:

M icrosoft Windows NT Server 4.0 Service Pack 6a

Microsoft Windows MNT Server 4.0 Terminal Server Edition Service
Pack G

M icrosoft Windows X P and Microsoft Windows XP Service Pack 1

M icrosoft Windows X P 64-Bit Edition Service Pack 1

M icrosoft Windows X P 64-Bit Edition Version 2003

M icrosoft Windows Server 2003 64-Bit Edition

MpoyaA nHg opMauMa

Cneuwan bHeK NoNHoOMOMWKE (NPEE AOCTYNA) Mo oTHOWeHWn K WMC Hapy-

WWTENK He TpeByeTes

16




rocT P 56545-2015

Bubnuorpacpua

[1] TeaepanbHbi JaKoH Foccwidckol «06 WH opMaui, WHD Op MALKWOHHEIX TeX-

Depepalum HOMOMMAX W 0 3aWWTe WHP opmayguns ot
27.07.2006 Ne 149-@3

[2] TepcpanbHbii 3aKOH Pocowidckol «0 nepcoHanbHelx AaHHbixe oT 27.07 2006

Tefepaymm Mz 152-03

17



MocT P 56545-2015

Y[OK 004: 006 354 OKC 35.020
Knroveewle cnoea: MHd opMaunoHHaA CUCTeMa, nporpaMmmioe obecnededHmne, saWmra WH-

fopMaLuK, YAIBMMOCTE, MPABKWNE ONWCAHKA

PykoBOOWTENb OpraHuaaumn-paszpaboTynka
OB LLECTEBO C OFPAHWYEHHO R OTERTCTBEHHOCTRHD
glleHTp Be3aonacHoCTH WHD OpMaLMKE

MpeacenaTens KO M. AkceHerko

PykoBogWTENb paspaboTku

3amectutens [pegcegarenn no BAT AA Cupak

McnonHuTens

HayaneHWK oTLENa MCCNELOBSHWA YAIBMMOCTE A

MHK OpMELWOHHLIX CUCTEM B.A MykmuHoB
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